What You Need to
Know About FERPA
and Electronic Records
Jim Walsh

FERPA
 Family Educational Rights and Privacy Act.
 Two primary purposes:



First: to guarantee parental access to records.
Second: to limit disclosure to others.
others

Parental Access
 General rule: parents have a right of access

to virtually all “records” maintained by the
school pertaining to their child.
 Records come in many
y forms—might
g be
audio or video or digital as well as print or
handwriting on paper.
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What Is Not a Record?
 Kept in the sole possession of the maker
 School district’s law enforcement records
 Records of a former student
 Grades on peer-graded papers before they

are collected by a teacher

Former Student: Example
 Joba Chamberlain’s former high school posts

a picture of him in his NY Yankees uniform on
its website with a story about their former
student’s big league career... This is not a
record.
 Jane Doe, former student, settles a lawsuit
with the district based on failure to provide
FAPE while she was a student. The
settlement agreement is a record.

Who is the Parent?
 FERPA has a broad definition that includes

natural parent, guardian, “or an individual
acting as a parent in the absence of a parent
or a guardian.”
 Sometimes the grandparent meets this
definition. Sometimes the stepparent meets
this definition.
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Divorced Parents
 The general rule is that both parents retain

rights of access to educational records after
divorce.
 This may
y be modified byy the divorce decree,
but rarely is.
 Usually, one parent cannot block other parent
from access to records.

Adult Students
 At age 18, FERPA rights transfer to the

student.
 However, the parent may still be provided

with access to records if the p
parent carries
the child as a dependent for income tax
purposes.

Restrictions on Disclosure
 Parents have access, but as a general rule,

disclosure to others requires parent consent.
 Many exceptions to that general rule.
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Exception: Other School Officials
 Information can be disclosed to “school

officials” who have a “legitimate educational
interest” in the records.
 Districts define these terms in local policy.
p y

Other School Officials
 Administrator, nurse, teacher
 May also include outside agents, contractors

and volunteers if “under the direct control” of
the school and subject
j
to the regulations
g
about “use and redisclosure” of information

Problem for Districts
 Districts must use “reasonable methods” to

make sure that school officials have access to
ONLY those records in which they have a
“legitimate educational interest.”
 This is mostly about the easy access to
electronic databases.
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Does Your System Work?
 “An educational agency or institution that

does not use physical or technological access
controls must ensure that its administrative
policy for controlling access to education
records is effective and that it remains in
compliance with the legitimate educational
interest requirement in [the regulations].”
34 CFR 99.31(a)(1)(B)(3)(ii)

Cautions for Educators
 You do not have a LEGITIMATE

EDUCATIONAL INTEREST in the records of
every student on your campus.
 Do not confuse LEGITIMATE EDUCATIONAL
INTEREST with “interesting story.”

Exception: Directory Information
 Directory information can be disclosed

UNLESS parents take affirmative action to
block it.
 The term is defined in local policy.
p y
 Student’s name, address, telephone listing,
electronic email address, photograph,
birthday, grade level, honors or awards, etc.
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Exception: Subpoena, Court
Order
 Information can be disclosed without consent

in response to a lawfully issued subpoena or
court order.
 Caution: a p
phone call from an attorney
y or
police officer is not a “subpoena” or “court
order.”
 Must make good faith effort to notify the
parent prior to compliance with subpoena.

Exception: Other Schools
 Records can be disclosed without consent to

officials of other schools where the student is
enrolled AFTER the enrollment.
 Purpose
p
of the disclosure must be “related to
the student’s enrollment or transfer.”

Exception: Health and Safety
Emergencies
 This can be done if “knowledge of the

information is necessary to protect the health
or safety of the student or other individuals.”
34 CFR 99.36(a).
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Videotapes of Students
 Security camera footage maintained by “law

enforcement unit” is not a record
 Other videos are records if students are

personally
p
y identifiable
 FPCO position – videos ARE records for

students who are the “direct focus” of the
video. See Letter re: Berkeley County School
District, 104 LRP 44490 (2004).

SPED Notice As Electronic Record
 IDEA Regulations specify that a parent may

elect to receive prior written notice,
procedural safeguards notice and due
process hearing notice by email.
 Request to receive notification by email does
not have to be in writing.

FERPA Enforcement
 U.S. Supreme Court has held that individuals

do not have grounds for a “cause of action”
for FERPA violations.
 The law is enforced through
g withholding
g of
federal funds.
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Personal Consequences
 Educators can be held ACCOUNTABLE for

violations of FERPA, even if not held LIABLE.
 Administrators should take corrective action if

an educator violates confidentialityy standards.
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